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Abstract

The rapid evolution of criminal patterns, particularly the emergence of cryptocurrency-based
cybercrimes, has posed fundamental challenges to the efficacy and operational capacity of
traditional criminal policies. Consequently, this study aims to elucidate the necessity of, and
propose an efficient model for, an “integrated criminal policy.” This model seeks to address
cryptocurrency-related offenses by leveraging the potential of non-governmental organizations
and public participation, alongside conventional coercive measures. This study employs a
descriptive-analytical approach, grounded in library research and the examination of online
datasets. By analyzing the core tenets of criminal policy and restorative justice, the research
seeks to establish a framework for interaction between governmental and civil society
institutions, aiming to enhance economic security. The research findings indicate that reliance
solely on executive (coercive) criminal policy is insufficient to effectively counter the technical
complexities of cryptocurrency-related crimes. Therefore, the proposed model advocates for a
“targeted integration” of both coercive and participatory tools. This approach aims to provide a
systematic and preventive response by leveraging cutting-edge technologies and strengthening
restorative justice frameworks, while simultaneously upholding human rights standards and
respecting cultural imperatives. The effectiveness of criminal policy governing cyberspace
depends on transitioning from centralized patterns to networked models. Such a shift is essential
not only to prevent cryptocurrency-related crimes but also to ensure the economic security of
citizens within the landscape of emerging technologies. Consequently, this study proposes that
through the institutionalization of public participation and the fostering of synergy between
governmental bodies and the private sector, a responsive and justice-oriented criminal policy can
be formulated to address the complexities of cryptocurrency crimes.
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1. Offences against the confidentiality, integrity and availability of computer data and systems
2 .Computer-related offences

3. Content-related offences

4. Offences related to infringement of copyright, and related rights
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